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Deepfake = Deep learning + Fake
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1.3 Generative Adversarial Networks

Generator2} Discriminator?| A% A oh=

Random latent code Real Sample

Generator

Fake Sample

Generator?} A V= N Discriminator
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Real or Fake
\

Loss

X% Image: A Style-Based Generator Architecture for Generative Adversarial Networks (CVPR 2019)
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1.3 Generative Adversarial Networks

High Fidelity Generation

2014

2018

% Image: Generative Adversarial Networks (NIPS 2014)
Unsupervised Representation Learning with Deep Convolutional Generative Adversarial Networks (ICLR 2016)
Coupled Generative Adversarial Networks (NIPS 2016)
Progressive Growing of GANs for Improved Quality, Stability, and Variation (ICLR 2018)
A Style-Based Generator Architecture for Generative Adversarial Networks (CVPR 2020)
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1.3 Generative Adversarial Networks
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*:Image : https://www.thispersondoesnetexist.com
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1.3 Generative Adversarial Networks

Controllable Generation
- GAN2 M ds481 2 HosEHE U=

[Genersator]

Latent Space

% Image: Interpreting the Latent Space of GANs for Semantic Face Editing (CVPR 2020)
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1.3 Generative Adversarial Networks

Controllable Generation
- 0|0|X|Q| HEHOI SXT XIAAH HE
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iInput bigger eyes gaze direction more smile > o'clock shadow

% Image Swapping Autoencoder for Deep Image Manipulation (NeurlPS 2020)
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1.3 Generative Adversarial Networks

Face Swapping

)
% Video: Advancing high fidelity identity swapping for forgery detection (CVPR 2020)
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% Video: MBN News 2020.11.6 (https://www.youtube.com/watch?v=k8X_Em-NQnO)
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- Data Manipulation: 2219 H =/ XX (0|, De-identification)
- Data Synthesis : H|O|E|{ EXE 3—.& Of 21X} Cl[O] & ‘H-d (0], XAIsHEEH2)
- Encryption: H|0|E &3} (0], 5 &)

Data Data

Manipulation SV ESE
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> Paper: FICGAN: Facial Identity Controllable GAN for De-identification (https://arxiv.org/abs/2110.00740)
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Face De-identification= 2ot H|EX| 3

’ Z non

_

% Paper: FICGAN: Facial Identity Controllable GAN for De-identification (https://arxiv.org/abs/2110.00740)
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- Encoder Network& S9! Identity 2} non-identity2| Disentanglement

Encoder

% Paper: FICGAN: Facial Identity Controllable GAN for De-identification (https://arxiv.org/abs/2110.00740)
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- Stage1: Source 0|O|X]|2] Reconstruction

Source Reconstruction

% Paper: FICGAN: Facial Identity Controllable GAN for De-identification (https://arxiv.org/abs/2110.00740)
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2= 0|0]X]| H|4Z=}

- Stage1: Source 0|O|X]|2] Reconstruction

Source Reconstruction

% Paper: FICGAN: Facial Identity Controllable GAN for De-identification (https://arxiv.org/abs/2110.00740)
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2= 0|0]X]| H|4Z=}

- Stage2: Source, Target 0]|0]X|2| identity =24

% Paper: FICGAN: Facial Identity Controllable GAN for De-identification (https://arxiv.org/abs/2110.00740)
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2.3 &= O|O]X| H|A&'Z=}

Y= O|0|X| H| A3} - Loss

- Stage1: Reconstruction Loss, Adversarial Loss

Source Reconstruction

% Paper: FICGAN: Facial Identity Controllable GAN for De-identification (https://arxiv.org/abs/2110.00740)
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Y= O|0|X| H| A3} - Loss

- Stage2: Adversarial Loss

% Paper: FICGAN: Facial Identity Controllable GAN for De-identification (https://arxiv.org/abs/2110.00740)
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Y= O|0|X| H| A= 3} - Loss

- Stage2: Contrastive Verification Loss
L.ontvo= COS(FaceNet(x.), FaceNet(x,,;))
+{1- Cos(FaceNet(x,), FaceNet(X,,;,))}
- MiXE X = xs2F Cosine FAIE? BOHX|EE,

- mixEl X, = x:2F Cosine SAIE?t 7N X ES.

Mixing (X,,ix)

Target(x;)

% Paper: FICGAN: Facial Identity Controllable GAN for De-identification (https://arxiv.org/abs/2110.00740)
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Manifold k-same algorithm
% Paper: FICGAN: Facial Identity Controllable GAN for De-identification (https://arxiv.org/abs/2110.00740)
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2= 0|0]X| H| 422} - H|AZ=2HDe-id) &

- Manifold k-same algorithmO| &= &= 0|0|X] H|AlE 35}

De-identification

Source

% Paper: FICGAN: Facial Identity Controllable GAN for De-identification (https://arxiv.org/abs/2110.00740)
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De-identification

Source o ExX)i=1,whenL =4

% Paper: FICGAN: Facial Identity Controllable GAN for De-identification (https://arxiv.org/abs/2110.00740)
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De-identification

Source o EX)i=2,whenL =4

% Paper: FICGAN: Facial Identity Controllable GAN for De-identification (https://arxiv.org/abs/2110.00740)
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IDInvert

X Paper: FICGAN
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2= 0|0]X| H|AEo} - 2ot

Source |DDIs FSGAN IDInvert ours

> Paper: FICGAN: Facial Identity Controllable GAN for De-identification (https://arxiv.org/abs/2110.00740)
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2= 0|0]X| H|AEo} - 2ot

X Mixing Layer 11~12

Weak De-identification Strong De-identification
% Paper: FICGAN: Facial Identity Controllable GAN for De-identification (https://arxiv.org/abs/2110.00740)
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A group of tax scammers hacked a government-run identity verification system to fake tax invoices.
The fake tax invoices from the criminal group were valued at US$76.2mil. — SCMP

SN ARAXO|L EHEAE (21.3) China's deepfake celebrity porn culture stirs debate about artificial intelligence use | South China Morning Post (scmp.com)
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https://www.scmp.com/news/china/society/article/3019389/chinas-deepfake-celebrity-porn-culture-stirs-debate-about
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REUTERS

Deepfake used to attack activist couple
shows new disinformation frontier
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% Image : Face X-ray for More General Face Forgery Detection (CVPR 2020)
Exposing Al Created Fake Videos by Detecting Eye Blinking (WIFS, 2018)



DEVIEW
2021

% Image : Exposing Deep Fakes Using Inconsistent Head Poses (ICASSP, 2019)
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% Image : Exploiting Visual Artifacts to Expose Deepfakes and Face Manipulations (WACVW, 2019)
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% Image : Exposing Al Created Fake Videos by Detecting Eye Blinking (WIFS, 2018)
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% Image : How Do the Hearts of Deep Fakes Beat? Deep Fake Source Detection via Interpreting Residuals with Biological Signals
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% Image: Analyzing and Improving the Image Quality of StyleGAN (CVPR 2020)
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Convolutional Neural Networko]| 2|si| AHMEl EXI

X Paper: Odena, et al., "Deconvolution and Checkerboard Artifacts”, Distill, 2016. http://doi.org/10.23915/distill.00003
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ProGAN StyleGAN BigGAN  CycleGAN  StarGAN GauGAN CRN IMLE SITD SAN DeepFake

N3 2L (AKX} 2L]) Artifact X4

% Image : CNN-generated images are surprisingly easy to spot... for now (CVPR 2020)
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% Image : Unmasking DeepFakes with simple Features (arXiv 2019)
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> Paper: BiHPF: Bilateral High-Pass Filters for Robust Deepfake Detection (WACV 2022, https://arxiv.org/pdf/2109.00911)
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% Paper: BiHPF: Bilateral High-Pass Filters for Robust Deepfake Detection (WACV 2022, https://arxiv.org/pdf/2109.00911)
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2D Spectrum of Reconstr Im
Black Image pectrum of Reconstructed Images

1/4 1/2

1/64 1/32 1/16 1/8 wa |
upsampling

High-level upsampling Low-level upsampling

% Patent: Apparatus for deep fake image discrimination and learning method thereof. (Journal submitted under review)
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Reconstructed Images and 2D Spectrum

N /
High-level upsampling Low-level upsampling

% Patent: Apparatus for deep fake image discrimination and learning method thereof. (Journal submitted under review)
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ProGAN StyleGAN StyleGAN2 BIgGAN CycleGAN StarGAN  GauGAN  Deepfake

Real

Autoencoder Generated

% Patent: Apparatus for deep fake image discrimination and learning method thereof. (Journal submitted under review)



4.5 X3 HE OfE|THE AHA

DEVIEW
2021

XO| otAHINANZ JHA1D I Xl EHHS X O H=E AL
21E2| eHA[E = Jh41or, Ef B2 CiH] 71y 3850|112 858 35 &=
StyleGAN  StyleGAN2 BigGAN CycleGAN StarGAN GauGAN Deepfake Mean
Model
Acc. AP. Acc. AP. Acc. AP. Acc. AP. Acc. AP. Acc. AP. Acc. AP. Acc. AP
Wang 63.8 914 /64 975 529 733 727 886 638 908 639 922 51.7 623 636 852
\(CVPR 2020)
owank. 722 821 642 801 689 824 537 662 89.1 992 653 903 51.1 496 66.4 78.6
ooral 639 584 690 627 585 547 636 631 990 981 570 538 504 501 66.8 63.0
715 791 700 793 773 900 575 863 99.8 100. 709 969 692 740

% Patent: Apparatus for deep fake image discrimination and learning method thereof. (Journal submitted under review)
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